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• Enhance maritime governance
o EU Indo-Pacific Strategy for Cooperation
o EU Maritime Securiy Strategy

• Benevolent Ambitions
o Win-win as maritime trade will be less affected.
o Development Aid Budget

• Civmil Approach
o Operational and Tactical level

• Promote multilateralism
o Facilitator with Link like-minded partners

CRIMARIO (PROJECT)
DESCRIPTION AND OBJECTIVES



Enhance Cross-sectoral Maritime Governance
• Focus on communication and coordination
• Maritime security and safety, and address IUU fishing
• National and Cross-regional

Activities
• Build IORIS Network
• Exercising and Mentoring

Partners
• Over 90 organisations from over 43 countries
• Navies; Coast Guard, Police, Maritime,  Fisheries, Customs, Immigration Authorities and 

Agencies

PROJECT APPROACH



MARITIME DOMAIN AWARENESS SYSTEMS

SYSTEM TYPE SENSORS

Satellite Sensors Automatic Identification Systems (AIS), VIERS, 
Optical dertection, Search Aperture Radar, Radio-
frequency detection

Coastal Sensors AIS / Radar / Optical detection

Data Analysis Sensor data imported and analised through 
artiifical intelligence

Military: Command/Command/Control

Civilian: Cooperation / Communication/ 
Coordination

Data imported into system, also from databases, 
fused, compared, and actioned



• WHY need to exchange information
o Threats / challenges know no borders
o Prevent / deal with incidents
o Support friends and partners

• Issue: HOW we exchange information!
o Unsecure / non-professional channels
o Common trusted platform

§ Regionally Governed
§ Neutral and Secure
§ Users decide what to share and when

INFORMATION-EXCHANGE CONSIDERATIONS 

• Challenge 1 – Change culture / mindset 
o Build trust and confidence
o Move from one of a “need to know”

o To “responsibility to share”

• Challenge 2 – Buy in
o High level Political / Military buy-in - positive
o Implementation - operational level - negative

• Challenge 3 – Language

• Challenge 4 – Int. Complexity of Shipping Industry



MARITIME OPERATIONAL 
COORDINATION

& COMMUNICATIONS 
PLATFORM

IORIS
NATIONAL AGENCIES

(eg. Customs, Coast Guard, Navy, 
Fishery, Police, etc.)

MULTIPLE DOMAINS 
(eg. pollution control, illegal fishing, drug trafficking)

INTER-REGIONAL LEVEL 
(eg. Country 1, Country 2, Country 3)

INTEGRATED 
FUNCTIONALITIES 

DEDICATED AREAS 
ADAPTABLE TO:

COORDINATION

COMMUNICATIONS

Advanced mapping 
+ vessel intercept

Documents
and forms

Messaging, 
chat and alerts

Voice 
communication

• Neutral and Secure
• Cost-effective

o EU Funded (Development Aid)
• Harmonisation

• Web-based
o Low Bandwidth Vessels

• MarCo3 System
o Cooperation, Communication, Coordination
o Common Maritime Operational picture
o Virtual Operations Centre 

IORIS (TOOL / PLATFORM)



IORIS INSTITUTIONALISATION
- National / Regional Community Areas -



COMMUNITY AREAS ON IORIS
Hubs

GECA
THECA

Bilateral CAs
NATCA

Received IORIS Trg

Awaiting IORIS Trg

In discussion

SHARE.IT initiative

IORIS INSTITUTIONALISATION
Geographic / Thematic Community Areas (JAN 24)



MESSAGING WITH INTERACTIVE MAP 
AND ARCHIVES  



SKYLIGHT OVERLAY: 
ADDRESSING DARK TARGETS



MULTI-SOURCED DATA FUSION



Operato
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Data
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Moving from Situational Awareness to 
Situtional Understanding and Action

ACTION



 
CONDUCT OF ACTIVITIES
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• Foundation
o Watchstanders and Analysts

• Management
o Shift Leaders

• Train-the –Trainer
o Ensure for sustainability

• SOP
• Terminology
• Procedures
• Level

o National
o Regional

PHASE I: TRAINING - IORIS Courses



REGIONAL EXERCISES 1

IORIS based CRIMASREX WIO / BALINN
• Safety Based

• Search and Rescue – Airliner in distress
• 7 Countries / 17 Agencies

• Security Based
• Narcotics Trafficking

PHASE 2 - EXERCISES 1/2: Regional – Indian Ocean



REGIONAL EXERCISES 3
• Organiser

o Ecuador Navy

• Type
o Livex

• Focus
o IUU Fishing

• Participants (Assets)
o Ecuador
o Peru Navy
o USCG

• Participants (shore)
• Argentina, Brazil,  Italy, Mexico, 

Panama, Peru, UK, US, Venezuela, EU 
(CRIMARIO)

PHASE 2 - EXERCISES 2/2 : 
REGIONAL Latin America – Galapex 23 – IUU FISHING



Support Partners develop:
o Strategies 
o Policies
o Concepts
o SOPs 

PHASE 3: MENTORING AND ADVISING



• IORIS Community established May 2023
o Regional Governance Structure

• Active IORIS users define the future
o 21 – Full Members
o 16 – Provisional Members
o 40 – Associate Members

• Observers
o Int /Regional organisations: IMO, UNODC
o States: UK, US, Italy

PHASE 4: IORIS GOVERNANCE
Steering Committee Meeting

• Policy Board
o Operational WG
o Legal WG
o Technical WG

• Regional IORIS SOP for the 
Indo-Pacific Endorsed

• Nairobi, Kenya: 16 to 18 
October 2023



PHASE 5: OPERATIONALISATION
Red Sea / Horn of Africa

MV LILA NORFOLK

ALMERJI 1



MONITORING OF 
GIBRALTER EAGLE SITUATION

MV Gibralter Eagle: Marshal Island flagged / 15 Jan 24 / Houthi-launched Anti-ship Missile



EUNAVFOR ASPIDES: RED SEA AND ITS APPROACHES

EGYPT
SAUDI ARABIA

YEMEN

SUDAN ERITREA

DJIBOUTI
SOMALIA

ISRAEL
JORDAN

KUWAIT

RiyadhMadinah

Sana'a

Jeddah

Makkah

Abha

JDN
Jordan
Navy

KSA
Border
Force

YMN
Maritime
Authority

EU
Controle 

Navale

DJI
CG

Red
Sea

EU
OHQ

Gulf of 
AdenMissiles, rockets

Sea mines
Drones

Merchant Ship Communication Options:

• Satellite Phone (no record of exchanges)
• INMARSAT C (costly)
• VHF radio (overt)

Proposal:

• IORIS messaging (Discreet/realitime/recorded)
• Merchant ships to/from:

o Military Operation HQs and vessels
o Coastal States
o Merchant Ships



OHQ
FHQ

TESTED SUCCESSFULLY AT SEA



FUTURE: LINK SHIPPING TO COASTAL STATES
Private Public Partnership (?)

• Secure Communication Tool: 
Group/Private Chat

o Voluntary Reporting / Registration 
Schemes

o Threat Areas / Recommended 
corridors

o Sailing Instructions, Alerts, Warning 
Off, Advisories

o Industry Releasable Threat 
Assessments and Bulletins

Port
State

SHIPPING

FINANCIAL

Banks, 
Shipyard Credit

SHIP OWNER

Insurance

LEGAL

Flag
State

IMO Plus
INT REGS

Ship 
Charter

COMMERCIAL

Cargo 
Owner

Shippers

Ship Repair /
Maintenance

TECHNICAL

Ship
Scrapping

Ship survey & 
classification

Port Calls 
& Berthing

OPERATIONAL

Cargo
Handling

Bunkering 
& Provisions

• Supports Naval Cooperation and Guidance for Shipping 
(NCAGS)  



3rd SHARE.IT INTEROPERABILITY CONFERENCE
UN Bangkok Premises - 20 TO 24 November 2023

SHARE.IT INTEROPERABILITY
FRAMEWORK



CONCLUDING REMARKS

• Promotes cross-sectoral, inter-agency and cross-regional cooperation

• Operational across the Indo-Pacific

o Focus 1: MDA / IORIS Network
o IORIS (centralised)
o SHARE.IT (de-centralised)

o Focus 2: National/Regional exercises

o Focus 3: Mentoring and Advising

• Offers Neutral and Zero Cost Solutions
o Licenses, IT support, training



CRIMARIO II, part of the Critical Maritime Routes Programme, 
is an European Union initiative implemented by Expertise France

Thank You.

Questions?



IORIS TRAINED / USERS

LEGEND: Military Establishments



Website: www.crimario.eu

Newsletter (on subscription - via email info@crimario.eu)

For any contact: info@crimario.eu 
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EU AND PARTNER COLLABORATION -
HORN OF AFRICA

EUNAVFOR OPERATION ATALANTA
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Greece

EUNAVFOR OPERATION ASPIDES

OPERATION ASPIDAS (19 February 2024)
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(Flags at sea depict possible contributions of warships from member states as an example)
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