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The AlI-ARC VISION

Change Raw Data into High-Value Insights
Increase Safety & Security at Sea

Enhance the situational awareness at Sea

>
>
>
>

For both civilians, merchant mariners and
Law Enforcement authorities (LEA’s)

» Enable powerful collaboration in Real Time

This project has received funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No. 101021271




Overview of AI-ARC - Challenge
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Overview of Al-ARC -

Challenge

RCP2.6
150°W 180° 150°E

(a) PC6 Min_time
Beaufort Sea Min_cost
Viscolint Melville Soun
(o]
Baffin Bay
D1
D2
150°W 0° 150°E

60°N

60°N

» Ships passing through the Arctic lead to shorter shipping
times and cheaper shipping costs. N
* No existing safety infrastructure — need for AI-ARC

» By analyzing the trade among China, EU, and North
America when Artic Sea Routes (ASR) open, we found that
up to 17-36% of the trade via ports in China could be
shipped via ASRs, up to 10-21% of trade via ports in EU
could be shipped via ASRs, and up to 26-52% of trade via
ports in NA could be shipped via ASR*.

(Trade value between China and the EU was €586bn in 2021)

* Trade Volume Prediction Based on a Three-Stage Model When Arctic Sea Routes Open, 2021, www.mdpi.com/2073-8994/13/4/610
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Al-ARC KEY FEATURES — Service based
architecture

Innovative Al based platform

Detecting anomalies in real-time 7
Powerful shared situational

awareness using Virtual Reality

Arctic-CISE
Network

Driven by multiple data sources Nationa
Node EXCHANGES

e.g. Finland

CISE-compatible architecture

Multi-factor reliability-screening for

In-situ Data provider Current
EU-CISE
Network

false alerts
Modular design for additional service

integration

CISE: Common Information Sharing Environment (CISE) operated by EMSA - European Maritime Safety Agency
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VIRTUAL CONTROL ROOM (VCR)

Digitaler Lagetisch (DiglLT) — Digital Map Table - Fraunhofer

» System for distributed situation
visualization and planning both web-based
and in Virtual Reality (VR)

» Any number of users can work
independently or together on the same ~
situation |

y 2

» It combines and displays all the results that
are generated by the AI-ARC services

e Remote collaboration ey vaioe

> Users can be distributed worldwide and
meet in the same virtual space SR

» Intuitive interaction through synchronized N B e
content = “225cC268:561a 5303318

L \|

A
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Ex. of Demonstrated AI-ARC Services (21 in

Protecting Underwater Infrastructure

e Detecting suspicious behaviour above pipes & cables so Authorities can respond

Avoiding Icebergs

e Prediction and Early warning system for nearby ships

Smuggling Detection

e |dentify vessels meeting at sea and other suspicious behaviours

Vessel Traffic Control

e Alerts for ships deviating from normal lanes

Search and Rescue Coordination

e In-situ and awareness data between multiple agencies and vessels




Ex. of Demonstrated AI-ARC Services

Vessel and Dark Vessel with Satellite Imagery Icepack Detections with Satellite Imagery




Pollution anomaly automatic detection
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Automatic Movement pattern anomaly
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“Sharp turn” vessel detection

»The Sharp Turn detector looks for movement patterns that are characteristic

of tank cleaning manoeuvres
»Turning at high speed in a pulsing manner, flushes water back and forth

through the tank
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Centripetal force on vessel during turn

e

Typical track of tank cleaning
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Dark vessels can be automatically detected
near critical infrastructure

» A dark Vessel is detected (no AIS - Automatic Identification Signal)
» Anomaly alarm if a dark vessel is near critical infrastructure




Satellite-Based Vessel and Iceberg Detection

On optical satellite images On radar satellite images

Vessels Vessels / Icebergs discrimination on radar images
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Use case overview —
Disco Bay Greenland

Icebergs and vessels detections from radar
satellite images:

Sentinel-1:
e Resolution: 10m
* Acquisition: 2023/07/04 at 10:00

Cosmo-SkyMed (CSK):
* Resolution: 3m
* Acquisition: 2023/07/04 at 21:41

AIS data: icebergs / vessels discrimination
and dark vessel identification

Iceberg detections from Sentinel-1

Iceberg detections from CSK
Vessel detections from Sentinel-1

eDD

Vessel detections from CSK
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Big Data Analytics & Visualization service for
VCR
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< New Observation

In-Situ Observations

C seastaws .

» Report observations with respect to o E
weather, sea status, icing, ngeprt .
environmental observations,

Ocean Spray

navigational hazards, etc.

» Additional information might be helpful
to Coast Guards and other seafarers to
further analyze the situation and get a
better understanding

» Observations are displayed on a VCR
map (text, photo, video — also online)
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The added value of the Virtual Control
Room (VCR)

The VCR creates a new automated maritime anomaly services toolbox that:

» Improves situational awareness and decision-making

» Promotes regional LEA cooperation i.e. coordinated response

» Limitless awareness sharing (public-private)

» Increases communication and effectiveness between maritime security actors

» Reduces the risk of sub-marine attacks due to better awareness

» Sustainable approach: new solutions/anomaly services seamless development
and it opens industry participation with new services

This project has received funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No. 101021271 17



VIGIMARE

Vigilant Maritime Surveillance of Critical Submarine Infrastructure

New project Starting September 2024

Project Coordinator: Ms. Johanna Karvonen
johanna.karvonen@laurea.fi

Scientific Coordinator: Mr. Isto Mattila
isto.mattila@laurea.fi
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Overview of the new VIGIMARE Project

The European submarine network is a vital Critical Infrastructure for the EU member states, and
any failure or damage to it could potentially have an enormous effect on the societies in the EU
member states.

Due to the rapidly evolving threat and geopolitical landscape, especially with incidents like the
sabotage of the Nord Stream 1 and 2 gas infrastructure, organizations overseeing Critical
Infrastructure face significant challenges.

The EU Submarine network includes telecommunication cables, gas pipelines, and power cables.
As the gas pipeline network runs both offshore and onshore, the project will also expand its

situational awareness to the onshore pipelines, in order to build a comprehensive solution for the
Critical Infrastructure Operators.
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The Baltic Pipe example — data for anomaly detection
(Radar, AlS, DAS, SAT, Drone etc.)

ENERGINET

- EXISTING GAS PIPELINES

DATA SOURCES
S1AIS +SAT + RADAR
S2 AlS + RADAR
S3 AIS + SAT + RADAR
L1 SAT + DRONE
L2 SAT + DRONE
L3 SAT + DRONE
L4 SAT + DRONE
L5 SAT + DRONE
L6 SAT + DRONE
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VIGIMARE Objectives

1. Provide an information sharing environment to the Critical Infrastructure Owners
(ClO) against threats to the EU submarine Critical Infrastructure

2. Increase the resilience of CIOs against physical, cyber and hybrid threats by
implementing risk preventing and risk reducing measures

3. Strengthen the situational awareness of European maritime areas, both offshore and
onshore, in order to recognize physical, cyber and hybrid attacks and incidents (both
man-made and natural) for both CIOs and the member states, enabling better
planning of the response and repairs.

4. Support the EU member states to fulfil CER and NIS-2 directives’ requirements.
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Contact details

Johanna Karvonen
AI-ARC - Project Manager
VIGIMARE - Project Coordinator

Johanna.karvonen@Ilaurea.fi
+358 40 7085599
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University of Applied Sciences

This project has received funding from the European Union's Horizon 2020 research

and innovation programme under grant agreement No. 101021271

22


mailto:Johanna.karvonen@laurea.fi

