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File: AJ1 . dat, 5% GPS, PRM ID:3, Data Location at; 52000msec
CodePhase: 9697, Doppler: -2000Hz, Cohint.: 2, MonCohint: 5
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File: AJ1.dat, 5%, GPS, PRM ID:3, Data Location at: 73000msec
CodePhase: 19798, Doppler: -2100Hz, Cohlnt.: 2, MonCohlnt: 5
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What is Location Spoofing?

* Falsify Location Data as If it were True Location

Where is it?
Tokyo or Hawaii?

007

Tomorrow Never Dies

N /

y This movie is all
Spoofer about GPS Spoofing
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Current Situation with Position Data from GNSS

®-00 Spoof-Free?

Your Location is i
35.123, 139.456 ° 5
O
N Can | TRUST this
Y Position Data?
Ak “/\'\\ _
e Y You may TRUST the data BUT need to VERIFY
g
Sp°
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ReS|I|ent PNT for Security and Safety Applications
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GNSS Time

Finance, Stock Exchange, Internet Banking,
Crypto Currency, AML/KYC

GNSS Position and Time
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Quiz: Can you identify TRUE and SPOOF Data?
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Spoofing a GPS Watch

Antenna Transmitting
GPS Spoof Signal
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Resilient PNT: From the Perspective of Spoofing Attacks

> DeteCt the SpOOfIng AttaCkS File: AJ1.dat, 5. GES, PRN1D.3, Data Location al. 73000msec

CodePhase: 197598, Doppler: -2100Hz, Cohint.: 2, MonCahlnt: &

» Is this possible?

» Mitigate the Effects of Spoofing Attacks
» Enable accurate PNT information

even in the presence of such attacks.
» Is this possible?

.
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Detection of Spoofing Attacks: Broadcast a Digital Signature
GNSS Signal Authentication

GNSS NAV Message

Hash Function

Hash Message Digest

A

GNSS Signals

NAV Message
Frame Data

/\

NAV Message

Digital Signature
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Digital Signature

Hash Function

Private Key

ECDSA

Digital Signature Hash Message Digest

Signing Process

ECDSA

Key Generation

Signature Verification

Process

\ 4

Public Key

Valid or Invalid
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Internet-based GNSS Signal Authentication
(e T o Oy &

S

GNSS Signals

Tokyo
Send NAV Data to Send DS and .
Banghok . . GNSS Receiver
J Authentication Data Authentication Public Key to (User Device)
Singapore J Center (ADC) Service Provider Users

J Manila

Jakarta

Generate Private / Public Keys
HASH Message Digest of NAV Message
Compute Digital Signature of HASH Message

Authentication Monitoring System
AMS
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Satellite-based GNSS Signal Authentication

Bangkok

2

‘\,J}!’ Manila

Jakarta

Send NAV Data to
Authentication Data
Center (ADC)

Authentication Monitoring System

AMS

Authentication
Service Provider

Generate Private / Public Keys

HASH Message Digest of NAV Message
Compute Digital Signature of HASH Message
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GNSS Signals

GNSS Receiver
(User Device)
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Business Models:

Toll Charging and Dynamic Road Pricing (DRP) based on GNSS

* No Physical Toll Gates
* GPS-based system is used for Location,

Distance and Lane occupation

e Can be implemented on any road section

* Dynamically charge for road usage
* Pricing is variable and based on

Distance, time, location,

Global Seamless Implementation

Not limited to only highways, express ways, toll

roads

Vehicle type, lane and occupancy

Traffic congestion condition

15:51
Road Pricing

Time: 07:51:48
Road: Penang Road
Rate: $0.10/km

Trip Charge: $0.10

Total Charge: $0.48

Trip Length: 1.049km

Total Distance Travelled: 4.861km

Auth Status: OK >

* The same system can be implemented
globally

Single system for smooth cross-border
operation

D. Manandhar, dines
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L
Dashboard

il 46 GD

15:51

Road Pricing

Timestamp: Oct 15, 2019 07:51:40
Latitude: 1.29834783°N
Longitude: 103.84491917°E
Elevation: 9.600m

Fix type: DGPS

Satellites: 19
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